UNITED STATES OFFICE OF PERSONNEL MANAGEMENT
Washington, DC 20415

The Director

June 18, 2007

MEMORANDUM FOR CHIEF HUMAN CAPITAL OFFICERS

FROM: LINDA M. SPRINGER
DIRECTOR /,/

SUBJECT: Guidance on Protecting Federal Employee Social Security
Numbers and Combating Identity Theft

The Office of Personnel Management (OPM) is issuing guidance to help agencies
achieve a consistent and effective policy for safeguarding the Social Security Numbers
(SSNs) of Federal employees. The intent of this guidance is to minimize the risk of
identity theft and fraud in two ways: (1) by eliminating the unnecessary use of SSN as an
identifier, and (2) by strengthening the protection of personal information, including
SSNs, from theft or loss. We are also studying the advisability of issuing regulations to
enforce this guidance. The new guidance is consistent with recommendations that have
been formulated by the President’s Identity Theft Task Force.

Applying this guidance is a first step in protecting the personal identity of Federal
employees. Efforts are also underway to develop requirements for a new Government-
wide employee identifier which will replace the Social Security Number as an employee
identifier. Once this new employee identifier is established, it will be an important tool
in combating the serious and growing problem of identity theft.

Each agency should maintain security policies that, at a minimum, contain the content or
reference the requirements presented in this document. The attachment included with
this document identifies and highlights existing regulatory requirements, as well as
specific measures we are urging agencies to implement as soon as possible, if they have
not already done so. For a more complete listing of the regulatory requirements relevant
to maintaining personnel records, please refer to 5 CFR part 293.

If you have any questions or need additional information, please contact your OPM
Human Capital Officer. Thanks for your continued support in protecting and
safeguarding our employees’ sensitive and personal information.

Attachment:
“Protecting Employee Personal Identifiers and Combating Identity Theft”

cc: Human Resources Directors
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